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. BBepeHme _

Henb3s orpuiiatsk Toro dakra, 4ro HHPOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHAS CETh
«IHTepHET» BCE TECHEE MPOHUKAET B Hallly C BaMU XW3Hb. JlJIsi OJHUX OH cCTal
MCTOYHUKOM 3HAHWH, JUIS JPYTUX HCIOIB3YyeTCs B paboTe, KTO-TO HAIIEe] C MOMOIIbIO
NuTepHeTa npysei, a KTO-TO JAaXe CMOT HallaJIuTh CBOIO JIMYHYIO KU3Hb. BOJIBIIMHCTBY
W3 Hac JOCTaTOYHO CJIOXKHO IMPEJICTaBUTh JC€HL 0€3 OHJIaH-OO0IIEHUs C APY3bsIMHU, TPO-
CMOTpa CBEXHUX HOBOCTEH MJIM HOBBIX POJIMKOB.

Pazsutne B Poccuiickoir @Penepaunu, Kak U BO BCEM MHPE, 3SJIEKTPOHHBIX
TEXHOJIOTUNA W TEJICKOMMYHHUKAIMOHHBIX CETeH, BCeoOIasl MOCTYMHOCTh B TI100albHOU
KOMITbIOTEpHOM ceT MHTepHET pa3nuuHbIX HHPOPMAITMOHHBIX PECYPCOB CITIOCOOCTBOBAIIO
MOSIBJICHUIO TTPUHITUITUAJIBHO HOBOT'O BUAa HAPYIIICHUS 3aKOHA — KHOEPIPECTYITHOCTH.

KubepnpecTynmHOCTh — HE3aKOHHBIE JIEUCTBUS, KOTOPHIE OCYIIECTBISIOTCS JIFOAbMU,
UCTIOJIb3YIOIUMH MHPOPMAIIMOHHBIE TEXHOJIOTUH JJIs IPECTYIHBIX LeeH.

[IpakTuka mOCHEAHUX JIET CBUACTEIBCTBYET 00 YBEIWYEHUH YHCIIAa TaKUX
MIPECTYIUJICHU .

HaubGonee pacnpocTpaHeHHbIMH TPECTYIUVICHUSIMH B cdepe KOMIIbIOTEPHOU
UHGOPMAIIMK SBISIIOTCS OJIOKMPOBAHWE CAWTOB U JIOKAIBHBIX KOMIIBIOTEPHBIX CETeH,
HE3aKOHHOE KOMMUPOBaHUE WH(GOPMAIIIH.

OTBETCTBEHHOCTh 32 COBEPUICHUE KOMIIBIOTEPHBIX MPECTYIUIEHUN MPEeayCMOTpPEHA
rmaBoii 28 VYromoBHoro koaexkca P®, wumenyemoinn «lIpectymnenuss B cdepe
KOMITbIOTepHOU mHpopMaIuuy». JlaHHas Ti1aBa COAEpP KUT TPU COCTaBa MPECTYIUICHUH —
cT. 272 (HempaBOMEpHBIH JOCTYN K KOMITbIOTepHON MH(opmaruu), cT. 273 (co3manue,
WCIIOJIb30BAaHUE U PACIPOCTPAHEHHE BPEAOHOCHBIX KOMIIBIOTEPHBIX Mporpamm), cT. 274
(HapylieHre TpaBWi OKCIUTyaTallid CPEJCTB XpaHEHHWs, OOpaOOTKM WM Tepenadu
KOMITBIOTEPHON HH(GOpMAITIU 1 HHPOPMAITMOHHO-TEIEKOMMYHUKAITMOHHBIX CETEH ).

HenpasuiibHOE MOBEICHUE B MHTEPHETE MOXKET IIPUHECTH BpEI HE TOJIbKO Bam, HO
Takke BammM pogHbIM 1 OJTU3KUM.
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Yrto Takoe NMEPCOHAJBHLIC JTAHHBIC U ITIOYE€MY OHHM TaK BAKHBI?

Cornacno ®exnepanbHoMy 3akoHY No 152-@3 «O nepCcOHAIBHBIX TaHHBIX»:

Ilepconanvuvie oannvie — n06as uHGopmayus, OMHOCAWAACA K NPAMO UIU KOC-
BEHHO ONPEOEIeHHOMY UL ONpeoensemomy Guauueckomy auyy (cyovekmy nepcoHaibHblX
OAHHBIX).



T.e. mepcoHanbHBIC MaHHBIC — ATO WHGOPMAIUS O KOHKPETHOM YEJIOBEKE. DTO Te
JaHHBIC, KOTOPBIC TO3BOJISIIOT HAaM y3HATh YEJIOBEKa B TOJIME, HACHTH(DHUIIUPOBATH U
OTIPEJICTUTh KaK KOHKPETHYIO JIMYHOCTh. TaKuX UACHTUPUIIUPYIOIMNUX JaHHBIX OIPOMHOE
MHOXXECTBO, K HHM OTHOCSTCS: (aMuiIvs, WMs, OTYECTBO, JaTa POXKICHUSA, MECTO
POKIEHUSI, MECTO JKHUTEIbCTBAa, HOMEp TeiedoHa, aapec 3JIEKTPOHHOW MOYTHI, (HOTO-
rpadusi, Bo3pacT u 1p.

[lepcoHanbHbBIC TaHHBIC HE CTOUT ITyTaTh C JIMYHBIMHU JAaHHBIMH. JINUHbBIC TaHHBIC —
3TO BOOOIIE COBOKYITHOCTh BCEX JAHHBIX O mojb3oBarene B Cetn. Hampumep, qaHHBIC O
T'COJIOKAITMH, CTATHUCTHKA M0 HauOoJee MocemaeMbIM HHTEPHET-CTpaHuIiaM, (pororpaduun
U T.JI.

Komy HyKHBI Ballli IePCOHAIbHbIE TaHHbIE?

80% npecTymHUKOB OepyT UH(POPMAITUIO B COIICETSX.

Jlnunast uHGOpPMAITUS UCTIONTB3YETCS IS KPaXKu TapoJIci.

Jlnanass wHGOpPMAIIHMS WCTIOJIB3YETCs JJISI COBEPIICHUS TAKUX MPECTYIUICHUH, Kak
IIAHTAXK, BEIMOTaTEILCTBO, OCKOPOJICHNE, KIIeBeTa, KU THEIIITUHT, XUIICHUE.

Onepatopsl ¥ WHBIC JIMIIA, MMOJTYYUBIIUE JOCTYH K NMEPCOHAIBHBIM JaHHBIM, 00S-
3aHBl HE PACKPBIBATh TPETHHM JIMIIAM U HE PACIpPOCTPAHATHh NEPCOHATIbHBIC JaHHBIC 0€3
corjacusi CyObeKTa IMepCOHABHBIX JIAHHBIX, €CJIM HHOE HE TPEIyCMOTPEHO (eaepabHbIM
3aKOHOM.

CyOBeKT MEepCOHAIBHBIX JAHHBIX MPUHUMACT PEIICHHE O TPEIOCTABICHUH €TI0
NEePCOHANBHBIX JAaHHBIX U JIA€T cOrjiache Ha MX o0paboTKy cBOOOJHO, CBOEH BOJEH U B
CBOEM MHTepece.

O6paboTKa MepCOHANBHBIX JaHHBIX AOMYCKAETCS B CIEAYIONINX CIydasX:

1) oOpaboTka mNEepPCOHANBHBIX JAHHBIX OCYIIECTBISIETCS C COIVIACHs CYObEeKTa
NEePCOHAIBHBIX JaHHBIX HA 00pabOTKY €ro MepcoHaNbHbIX JTaHHBIX;

2) o0paboTka NEepCOHANIbHBIX [AHHBIX HEOOXOAWMa [JIsi JIOCTMDKEHMsS IIejeid,
MPEIYCMOTPEHHBIX MEXIYHAPOIHBIM T0roBOpoM Poccuiickor denepanyu uid 3aKOHOM,
IJI1 OCYILIECTBIICHUST W BBINOJHEHHUS BO3JI0OXKEHHBIX 3aKOHOIATEIbCTBOM Poccuiickout
deneparuyu Ha onepaTopa PYHKITUN, TOTHOMOYHMHA M 00S3aHHOCTEH;

5) o6paboTka TMepCcOHAIBHBIX JaHHBIX HEOOXOAWMMa JJig HCIOJHEHHUS JI0TOBOpA,
CTOPOHOM KOTOPOTO JHOO BBIFOJOMPHOOpETATENIEM WM TOPYYUTEIEM IO KOTOPOMY
ABJIAETCS CYOBEKT IEPCOHANBHBIX JAaHHBIX, a TaKXKe JJIA 3aKIIOYEHUs JOTOBOpa IO
WHUIIMATUBE CYOBEKTa IMEPCOHANBHBIX JAHHBIX WIH JOTOBOpa, MO KOTOPOMY CYOBEKT
MEPCOHANBHBIX JJAHHBIX OYJIET SBIATHCS BHITOJOMPHOOPETATENEM UIIH TIOPYUUTETIEM;

6) o0paboTKa MepCOHATLHBIX JaHHBIX HEOOXOAMMA JIJIS 3aIUTHI KU3HHU, 30POBbS
WM WHBIX JKU3HEHHO BaXKHBIX MHTEPECOB CyOBEKTa MEPCOHATBHBIX NAHHBIX, €CIIA TI0-
Jy4eHue coriacusi CyObeKTa MepCOHANBHBIX IAHHBIX HEBO3MOXKHO;

7) 00paboTKka TEPCOHAIBHBIX JAaHHBIX HEOOXOIWMa JIJIsi OCYIISCTBJICHUS TPaB U
3aKOHHBIX MHTEPECOB OINEpaTopa WA TPETHUX JIUIl JTUOO ISl JOCTHUKEHHUS OOIEeCTBEHHO
3HAYMMBIX IIeJIed TpPH YCJIOBHH, YTO MPHU STOM HE HAPYIIAIOTCS TpaBa M CBOOOIBI
CyOBEKTa MePCOHAIBHBIX JIAHHBIX;

11) ocymecTBisieTcsi 00paboTKa TEPCOHATBHBIX JAHHBIX, MOMJIEKAIIMX OMYyOIH-
KOBaHUIO WJIA 0053aTETbHOMY PACKPBITHIO B COOTBETCTBUH C (hefepaTbHBIM 3aKOHOM.

Kak 3amuTuth CBOM NepCcoHaJIbHbIE JaHHbIE?

B a0contoTHOM OOJIBIIMHCTBE CIy4aeB Mbl CAMU YKa3blBa€M CBOU NEPCOHAIBHBIC
JAHHbIE TPH PErucTpanud Ha caiTax, OQOpMJIEHMH 3aKa30B B HHTEpPHET-Mara3uHax,
3alOJIHEHUU NpOo(uisi B COLMAIBHBIX CETSIX WM JaXe MPH COCTABJICHUU IMOHCKOBOTO
3ampoca.



OOparture BHUMaHKE, MPOJIOJKAsl PETUCTPALIMIO Ha JIFOOOM CaiTe, BbI COIVIANIAETECH
C TOJB30BATEIILCKAM COIVIAIICHUEM, CTaBsl «TajJOuYKy» IpPU 3alOJIHEHUH €ro IOJEH.
OOBIYHO 3TOrO0 JOCTATOYHO, YTOOBI pa3peliuTh BIaAENblIaM CaiTa MCIOJb30BATh BBE-
JICHHBIE BaMH JIaHHbIE IPU pabdoOTe € €ro cepBUCaMU.

Takum 006pa3om, NOJIB3YSACh CATOM MJIM YCIYT'OW, Bbl COIVIAIIAETECh HA Mepeavyy U
XpaHEHHE BallMX JaHHBIX, OyJIb TO JaTa POXKIECHHUS, HOMEP MOOWIBHOIO TenedoHa,
nepenucKa u Jo0ble Apyrue TaHHbIe JUYHOIO XapakTepa. B3aMeHn ux o0s3yl0Tcs XpaHUTh
B KOH(QUIECHIMATBHOCTA U HU B KOEM CJIy4yae He pa3riamarh TpeTbuM JuuaM. OaHako Ha
JIeJIe 9TO HE BCErJa Tak — JAJEKO HE BCETJla CTOPOHA, OTBETCTBEHHAS 3a XPAHECHHE BAIIMX
MEPCOHANBHBIX JIaHHBIX, TOOPOCOBECTHO BBIMOJHAET CBOM oOsA3aHHOCTH. Kpome Toro,
HUKTO HE 3alllMIIEH OT B3JIOMa 0a3 JaHHBIX, COJAEPKAIIUX MEPCOHATBHYI0 MH(POPMAIIHIO,
WIH MPOCTBIX OMIMOOK U YeJI0BEUECKOM orpoMeTunBocTU. Hampumep, peructpupysich wiu
aBTOPU3YSACh HA CAWTE 4YEpe3 COLMAJIBHYIO CETh, BBl PA3PEIIACTE CANTY MOJYYUTh BAIIH
JUYHbIE JAHHBIE, U TOYHO HEU3BECTHO, KaK OH OyJeT MMM MOJb30BaThCA. TOUYHO TaK Ke
m0001 Ball 3BOHOK B Mara3uH WJIM CajOH aBTOMAaTUYECKM BHOCHUT Ball HOMEpP B 0a3y
I10JIb30BaTEJIEH TOW KOMITAHUU.

CiefoBaHNe HECKOJBLKHM NPOCTHIM COBETAM BO MHOIOM COKPATHT YIPo3y
HE3AKOHHOI'0 UCII0JIb30BAHNS BAlIMX NMEPCOHATBHBIX JaHHbIX:

OrpannubTe 00beM uHPpOpMaruu o cebe, Haxossmeics B MutepHere. VY nmanure
nuiHue doTtorpadun, BUIEO, aapeca, HoMepa TeleQOHOB, JaTy POXKICHHUS, CBEICHUS O
POJHBIX U OJIM3KUX U MHYIO JIMYHYIO HH(HOPMAIIHIO.

He otnpasnsiite Buneo u ¢ororpaduu Jr0AsM, C KOTOPHIMU Bbl TTO3HAKOMUJIUCH B
WNHTepHeTe U HE 3HAeTe UX B PEaJbHON KU3HMU.

OtnpaBisisi KOMy-IMOO CBOM TEPCOHAJbHBIE JaHHbIE WM KOH(PHICHIIHMATbHYIO
uHpoOpMaIHio, yOeTuTeCh B TOM, YTO ajapecaT — JeHCTBUTEIBHO TOT, 332 KOro ce0s BbIIAET.

[Ipu HeoOxoauMocTH pa3MmelieHus OoObsBIeHUS B MHTEpHETE BOCHOJIB3yHTECH
BPEMECHHOM CHUM-KAapTOMl Y BBIAYMAaHHBIM HMEHEM. MOXHO TakKe BOCIOJIb30BaThCS
yciyroit « Bropoit Homep», KOTOPYIO MPEIOCTABIAIOT HEKOTOPHIE ONepaTopbl MOOMIIBHON
CBsI3M. DJTa yciyra Mo3BOJISEeT MOJIKIIOUNUTh B «JIMYHOM KaOWHETEe» BTOPOH HOMEP TOJIBKO
Ha ripueM 3BOHKOB 1 CMC. 3BOHUTH C HETO HE MOJYUYHUTCS.

Hcnonp3yiTe TOJNBKO CIIOXKHBIE MAPOJIM, PA3HBIC JJISI Pa3HbIX YUYETHBIX 3aIUCEUA U
cepBucoB. llomp30oBarenu, KOTOpPbIE HCHONB3YIOT OAMH W TOT K€ Mapojb IJs BCEX
CEPBHUCOB, TIPU KOMITPOMETAIIMH XOTSI ObI OJTHOTO M3 CEPBUCOB MOTYT MOTEPSATH JOCTYII KO
BCEM CBOHUM YYETHBIM 3anucsiM. [IOBTOpHOE HCHOJIB30BAHME MAPOJIEH KaTErOPUYECKU
3aIpPEILEHO.

PerynsipHO MeHsMTE ApOIIH, KENATEIBHO HE PEXKE pas3a B MECHLL.

[Io BO3MOXHOCTH UCHONB3yWHTE NBYX(PAKTOPHYIO aBTOPH3AIMIO — OTO METOJ
UACHTU(UKAIIMY TTOJIh30BaTENsl B KAKOM-JIHOO cepBuce (Kak mpaBuio, B HTepHETE) Tpu
MTOMOIIY 3aMpoca ayTeHTU(UKAITMOHHBIX TAHHBIX ABYX PA3HBIX THUIOB, YTO 00ECIIEUYNBACT
IBYXCIOWHYIO, a  3Ha4uT, Oosee JPGPEKTHBHYI  3alUTy  aKKayHTa  OT
HECAHKIMOHUPOBAHHOTO MPOHUKHOBEHUs. Ha mpakThke 3TO OOBIYHO BBITVISIAWT TakK:
NepBbld pyOeX — 3TO JIOTMH U MapoJib, BTOPOW — CHEIHUATIbHBIA KOJI, MPUXOASIIIUN IO
CMC unu 3AEKTpOHHOU NOYTE.

3aBequTe cebe JBa aapeca SJIEKTPOHHOM MOYThI — YACTHBIM, M1 TEPENUCKU
(TIpUBaTHBIA YU MAJIOU3BECTHBIN, KOTOPBIMA Bbl HUKOT/Ia HE MyOJUKYyeTe B 00IEI0CTYIMHBIX
HMCTOYHUKAX) M MYyOJUYHBIA — JUIsl OTKPBITOM AesATeNbHOCTH (POpYyMOB, YAaTOB U TaK
nanee).



Yro nenath, e€cJiM Bbl CTAJIHU KEPTBOH HAPYIIEHUS] B 00J1ACTH NMEPCOHAIbHBIX
JTAHHBIX?

B mnepByro ouepenbs BaM HeoOXOAMMO OOpPaTUTHCA B YIOJHOMOYEHHBIM OpraH B
chepe NEpPCOHANBHBIX JaHHBIX — POCKOMHAI30p, a TOYHEE, €ro TEePPUTOPHAIBHOE
VYIipaBieHue.

B uensix OOBEKTMBHOIO W TMOJHOIO PACCMOTPEHHS BaM HEOOXOJIHUMO YyKa3aTh
CIEAYIONIYI0 HH(OPMALIHIO:

1) nepeyeHb NEPCOHAIBHBIX TAHHBIX, HEIPABOMEPHO 00pabaThIBAEMbIX Ha caiiTax B
cetu MuaTepHer;

2) cBeleHUs O JIOKYMEHTE, YJIOCTOBEPSIOIIEM Ballly JUYHOCTH (KOMUU CTPAHMI
nacropTa), IJis TMOATBEPKACHUS TPUHAIICIKHOCTH NEPCOHAIBHBIX IaHHBIX, HEMPaBO-
MEPHO pa3MENIEHHBIX Ha calfTax B ceTH MHTEpHET, K BaM Kak K CyOBEKTYy MepCOHATbHBIX
JTAHHBIX;

3) To4yHBIE W JOCTYIHBIE ajpeca CTPaHUIl CaWTOB (yKa3aTelu CTPAHMI] CATOB B
cetu Uurepuer — URL), comepxkamime He3akoHHO oOpabaThiBaeMble (pa3MeEIIEHHBIC)
NEPCOHAJIBHBIE JAaHHbIC, TO3BOJSIONIME OCYUIECTBUTh MPOCMOTP JAHHBIX CTPaHMIL
VYmpaBneHueMm, a Takke CHUMKH JKpaHa C JAHHBIMU CTpPaHUIIAMH, COJEpKallue B cebe
noyiHbld  aapec crpanuilbl caiita (URL) m matel myOGnukanuu mocToOB/COOOIICHHUIA,
coJiepKallluX HE3aKOHHO oOpabarbiBaeMble (pa3MeIlI€HHbIE) MEepCOHANbHBIE JaHHbIE Ha
TEeKYIIUA MOMEHT BpPEMEHHU (l1aTa) ¥ JAPYrue CBEICHHUsI, TMOATBEPIKIAIOIIUE HAPYIICHUS
TpeOOBaHUHN 3aKOHOATEILCTBA B 00JIACTH NIEPCOHAIBHBIX JIAHHBIX (BUIE03aMUCh dKpaHa C
JENUCTBUSIMHU, MTO3BOJISIOIIMMU 3a(pUKCUPOBATH HAPYLIECHUS U T.11.);

4) cBefieHUs, YIOJIHOMOUYMBAIOIINE BAC MPEACTABIATh MHTEPECHl (PU3UUECKUX JIHII
(koMM JOBEPEHHOCTEM), MEPCOHANbHBIE JTaHHBIE KOTOPBHIX pa3MeElIeHbl Ha calTax (B
Clly4yae HapyIIeHHs UX MpaB Kak CyOBbEKTOB MEPCOHAIBHBIX JIAHHBIX ).

JIOmOJIHUTENBHO cJIeayeT NPeACTABUTH (IIPU HAJIUYHMH):

- CBEICHMS, MOATBEpPKAAtoONME (DAKT HAMIPABICHUS BaMHU B aJpec aAMUHUCTpPAINH
caiita (manee — oneparop) TpedoBaHUs 00 YHUUYTOKEHUHU BAIlIUX MEPCOHABHBIX JAHHBIX C
yKa3aHHEeM Ha UX He3aKOHHOE TojiyueHue (0e3 coryiacus) onepaTopoM WK ¢ yKa3aHUEM
TOTO, YTO OHHM HE SBJISIOTCS HEOOXOAWMBIMH ISl 3asABJICHHOW Iedu 00paboTKu
(mpencTaBisieTcsl IpU BO3MOKHOCTH HAIIPABJICHHS YKa3aHHOTO TpeOOBaHus);

- OTBET Omeparopa Ha Baile TpeOOBaHUE 00 YHHUTOXKEHUHU BAIIMX MEPCOHATHHBIX
JTAHHBIX (TIPY HATUYHK).

Oopawaem eHuMaHue Ha Mo, YMO 6ce UMEIOULUECs CEEOEHUs O0JIIICHbL Dblmb
npeocmaeiieHwl 6 aopec Ynpaeienus eOuHo8pemenno!

B cimywae ecnu no pesynbpratam nNpoBEPKH YHpaieHHE POCKOMHaI30pa BBISIBUIO
HapylIeHue, BbIIAeTCs Mpenucanue 00 ero yCTpaHeHUH.

Ecin VYmpaenenne PockomHaazopa He YBHUIIENO HapylIeHUs, Bbl MOXeTe oOpa-
TUTHCS B IEHTPAIbHBIN anmnapaT JaHHOTO BEJOMCTBA.

[TomMmuMoO 3TOrO, BCE CYOBEKTHI NMEPCOHAIBHBIX JAHHBIX UMEIOT MPABO Ha 3alIUTYy
CBOMX MpaB M 3aKOHHBIX MHTEPECOB, B TOM YHUCJIE HA BO3MEIICHUE YOBITKOB U (WJIM)
KOMIIEHCAIIMIO MOPAJIBHOTO BpeAa B CyI€OHOM MOpPSJIKE.

OTBETCTBEHHOCTh 3a HApPYIIECHUE 3aKOHOJATENIbCTBA O MEPCOHATBHBIX JaHHBIX
npeaycMatpuBaetcss B cooTrBeTcTBUM co cT. 13.11 Kogekca o0 agMHHUCTpATUBHBIX
npaBoHapyueHusax PO.



Kak neiicTBylOT MOLLIECHHUKH

MOIIIEHHUKN OYEHb XOPOIIIO 3HAIOT MCUXOJIOTHIO JIIOAEH U YMEJIO UCTOJIb3YIOT BCIO
JTOCTYIMHYI0 HMH(pOpMAITUIO, BKIIOYAs Ty, KOTOPYIO >KE€pPTBa MOIICHHUYECTBA HEBOJBHO
BbIAAET mpu oOmieHnn. B opranu3zanuu TeneOHHBIX MaxWUHAIUA y4aCTBYIOT HECKOJIBKO
npecTynmHUKOB. OQ4YeHb 4acTO B TaKHE T'PYMIBI BXOAAT 3JI0YMBIIUICHHUKH, OTOBIBAIOIINE
CPOK B UCIIPABUTEIBbHO-TPYOBBIX YUPEIKICHUSIX.

MouneHHUKH HCIOJB3YIOT CJICAYIOIINE MOTUBbDI:

= 0€ECIIOKOMCTBO 3a OJIM3KHUX U 3HAKOMBIX;

. 0eCIOKOMCTBO 3a CBOM TenedOHHBIN HOMED, CUET B OaHKE MIIM 0AaHKOBCKYIO KapTy;

. ’KeJIaHUE BBIUTPATh KPYIHBIA MPU3;

= TOO0OMBITCTBO — YKETaHUE MOTYUUTh JOCTYII K KaKOH-IT100 HH(POpMaIIHH;

. KEJIaHWE TIOMOYb OOJBHBIM JETSM WU JIOJSM, MOCTPAJaBIIUM OT CTUXUUHBIX
OencTBuil.

ConmanbHbIe CETH SBIISIOTCS Kiajae3eM MH(pOpMAaIUU JJIsI MOIICHHUKOB. Pa3meras
JaHHBIE O ce0e Ha CBOMX CTpPaHWYKaX, Mbl HE 3aTyMBIBAEMCS O TOM, KTO MOXKET ITHM
BOCITOJTB30BaThCA. MeEXIy TeM MMEHHO Oyrarojaps HaM caMHUM MOIICHHHMKaM OOBIYHO HE
COCTaBJISICT TPy/Aa y3HATh HH(OPMAIIMIO O POJACTBEHHHUKAX, KOHTAKTAX, YBICYCHHUSIX CBOCH
MOTEHIIMATBHOW JKEePTBbl W TNPU BHIMAHMBAHWHM JICHET BHYIIUTH JOBEPHUE 3HAHHEM €&
JIMYHOM JKU3HH.

3.2. Buabl uHTepHeT-MOomeHHNYecTBa. Kak 3amuTuTh cedsi?

Haunbonee pacnpocTpaHeHHBIMM BHJIAMH MOIICHHHUYECTBA HAa JaHHBIA MOMEHT
SIBIISTFOTCSI

TenedoHHOE MOIIEHHUYECTBO

CyiiecTByIOT Hanbosee pacrnpocTpaHEHHBIE CXeMbl TeIe(POHHOTO MOIIICHHUYECTBA.
BapuanTtoB TOro, Kak MpeaAcCTaBIT BaM HMX MOIICHHHKH, OY€Hb MHOTO, HO CyTh HE
MEHSIETCH.



Oo0man mo Ttenedony. C Bac Moryr morpeOoBaTh BBIKYI MWJIM B3SITKY 3a OC-
BOOOXKJEHUE SIKOOBI M3 OTAeNeHus nonuuuu uinu ¢ mecra J[TII Bamero poacTBeHHHUKA.
Yro nmemath: B 3TOM Cilydae INIABHOE HE NMAHUKOBATh, [IO3BOHUTH CAMOMY POJCTBEHHUKY,
€CJIM HE OTBEYAET, TO MOIBITATHCS HAUTHU €r0 Yepe3 Ipy3el U 3HAKOMBIX.

CMC-npocsb6a o momomu. TpeboBaHuE mepeBECTH ONPEACIEHHYIO CyMMY Ha
YKa3aHHBIA HOMEDP C HUCIOJIb30BAHUEM OOPAILEHUS «MaMay, «APyr», «CBIHOK» U T.N. YTO
JenaTh: HE CIHEUIUTe MEepeBOJUTh JEHbIU, YOEAUTEeCh, YTO B HHUX JIEHCTBUTEIBHO
HY>KIA€TCs Balll POJCTBEHHUK WM 3HAKOMBII.

Tenedonnbiii Homep-rpaduresab. [lnaTHBII HOMEp, 32 3BOHOK Ha KOTOPBIM CO
CYyéTa CIIMCBIBACTCS JICHEXKHas cymMMa. UTo aenarb: HE NEpEe3BaHUBAWTE HA HE3HAKOMBIC
i npeayioxenabie B CMC-coo0nieHusx HoMepa TenedoHOB.

Bemrpeimr B JioTepee, KOTOPYI $SIKOOBI NPOBOAUT PAAMOCTAHUUS MM
omepaTrop c¢Bsi3u. Bac MOryT mompocuTh OIJIATUTH MOLUIMHY, HAJIOT U T.M., NIEPEBECTU
CYMMY Ha ONpenenEHHbIN CYET, COOOIIUTH NpuIIeaAmnid Ha TenedoH Koa. UTo nenars: He
CHEIINTE TMEepPEeBOAUTh JEHbIM WM COOOIIaTh KakuWe-TMOO JaHHble MO TenedoHy.
[lo3BoHuTEe 1O OGUUUATBEHBIM HOMepaM (yKa3aHHbBIM B CIPAaBOYHMKAX, HAa CalTax)
KOMIIAHUM — OpraHM3aTopa JOTEeped WIM KOHKypca, yOeauTech B TOM, 4YTO Bac He
0OMaHBIBAIOT.

HITpadguble caHKIUM M yYrpo3a OTKJIIYEHUS] HOMepa SKOObl 3a HapyllIeHHE
JIOTOBOpa C OIEepaTopoM Baiieid MOOWIbHON CBs3U. UTO AenaTh: MO3BOHUTE CAMH CBOEMY
orepaTopy 1o opuIMaILHOMY HOMEPY, YTOUHUTE HHPOPMALIHIO.

OmmbouHblii mepeBox cpeAcTB. Bac mompocar mepeBecTH SKOOBI OIINMOOYHO
IIEpEBEIEHHBIE CPENCTBA, a 3aTeM [JOIOJHUTEIBHO CHUMYT JACHbIM. YTO Jenarh:
UTHOPUPYHTE NMOA0OHBIE COOOLIEHHS MM (€CIH ATO TEIE(POHHBIM Pa3roBOp) MOCOBETYMHTE
U1 BO3BpaTa OIMOOYHO NepeBeAEHHON CYMMBbI OOPaTUTHCS K ONEPATOPY CBSA3H.

MoieHHN4YeCcTBO ¢ 0aHKOBCKHUMH KapTaMH

HauboJ1ee monyJisipabie CocO00bl MOIIEHHUYECTBA ¢ 0AHKOBCKUMM KapTaMu:

CMC-coobmenne o OJOKHMpOBKE OAHKOBCKOW KapThl, O HECAHKIIMOHHUPOBAHHOM
JIBUKCHUU JEHEXKHBIX cpeAcTB, cmeHe [IMH-kona, okoHYaHuM cpoka NEHUCTBUS KapThl U
T.J1. ¢ Tp€OOBaHKEM MEPEUTH MO CCHUIKE WIIM NMEPE3BOHUTD M0 YKA3aHHOMY TEJIE(POHY.

Tenedonuslii 3BOHOK «paboTHHKA OaHKa», IMOTECHIHUAIBHOTO «IOKYIATENs» C
NpeIJIO)KeHUEeM TPOUTH K OnmxkaiiiemMy OaHKOMaTy W COBEpPUIUTh MAaHUMYJSIUH C
0aHKOBCKOI KapTOl BO M30ekaHNE KaKUX-THOO IMOCIECTBUM, BHECEHUS aBaHCA U T.II.

JlJIs COXpaHHOCTH BAalIUX CPeACTB c00.II0/1aliTe OCHOBHbIE MpaBWJia Oe3omac-
HOCTH:

Huxomy He cooOmaiite cBoit IIMH-kox, maxke pabGorHmkam Oanka. He BBomuTe
[MNH-kox ipu pabote B cetn UHTEpHET, OH MOKET MOTPEOOBATHCS TOJIHKO MOIIIEHHUKAM.

CMC-coobmiennsi MO TMPOBOJUMBIM OIEparusiM M0 OaHKOBCKUM KapTaM pac-
CBUIAIOTCA C OMpeNeNnEHHBIX KOpoTKuX HOMepoB (Coepbank — 900). [ns cBs3u ¢ GaHKOM
HEO0OXOIMMO HCTIOIB30BaTh OQUITMATbHBIE HOMEepa KOHTaKTHOTO IEHTpa, yKa3aHHBIE Ha
6ankoBckoit kapte. Eciu B CMC-coo0mennu o OJOKUPOBKE KapThl, IBIKEHUN JEHEKHBIX
CPEACTB yKazaH APYroil HoOMmep, N0 KOTOPOMY TMpeasiaraercsi MO3BOHHUTb, TO 3TO
MOIIEHHHUKH.

B cnyuae Bo3HUKHOBeHHsI mpoOjieM y OaHKOMara, HE MPUHUMANTE MOMOIIb
MMOCTOPOHHUX, MO3BOHUTE B KOHTakTHBIM 1IeHTp OaHkKa mo TeleoHy, yKa3aHHOMY Ha
OaHkoMare.

Ecnu x Bam oOpatunuck no tenedony, B UHTepHeTe, yepe3 coluaibHble CETH WU
JIPYTUMU CIOCO0AMHU M TIOJ Pa3IMYHBIMU MPEIOTaMU MBITAIOTCS Y3HATh TaHHBIE O Balleh



0aHKOBCKOM KapTe (HOMEpP KapThl, TPEX3HAYHBIA KO/ HAa 00OPOTHOI CTOPOHE KapThl), KO/,
NpUIIEAININI Ha Balml MOOWIBHBIM TeneQoH, Mapoiau WIH JPYyryl0 MNEPCOHANTbHYIO
uH(popMaIuio, OyJbTe OCTOPOKHBI, 3TO MOIICHHHUKHU.

[Ipu teneoHHOM OOIIEHMH HE COBEpIIATe HUKAKUX JACHCTBUI y OaHKOMara IO
MHCTPYKIIMU «paOOTHUKOB OaHKa», €CIU TOJIBKO JAHHBIM 3BOHOK HE ObLJI MHMIMUPOBAH
JIMYHO BaMH.

He nepexonute no ccpiikam B CMC-coo0111eHusIX.

[Ipu nonyyenun CMC-cooOumeHuii O CHITHM JEHEXHBIX CpPEJICTB C BalleH
0aHKOBCKOM KapThl HEMEIJIEHHO OOpallaiiTech B 0aHK, OJIOKUPYITE KapTy.

MoueHHHYEeCTBO B COMHAJBbHBIX CETHX

MOIIeHHUKN aKTUBHO MMOJIB3YIOTCA COLOMUAJIbHBIMH CCTAMU M Pa3JIMYHBIMU CCPBU-
caMu O6H.[CHI/I$[, HaIIpuMmcep, caliTaMy 3HAKOMCTB.

IHonyasipHbIe CIOCO0OBI MOLIEHHUYECTBA:

PacnpocTpaHeHHe CCBUIOK HA BPEIOHOCHOE MNPOrpaMMHoOe obecrnedyeHHe,
NnopHorpajgpuyeckue CauThl, MOLLIECHHUYECKHE pecypchbl M npuJioxeHus. [lonbs3zoBarenu
COIIMAJILHBIX CETeH YacTO CTaJKHBAIOTCA CO CIAMOM, KOTOPBIA TMPUXOJUT K HHUM B
(JTMYHBIC COOOIICHMS» OT WMEHHU <JIpy3ei» WM HE3HAKOMBIX II0JIb30BaTelICH. ITO
O3HAYaeT, YTO AaKKAyHThl 3TUX JIIOJICH B3JIOMaHbl. Kax npaeuno, cColLIKU 6 MAKUX
COOOWEHUAX CONPOBOANCOAIOMCS 3ABNEKAOWUM MeKcmoM, Hanpumep: «Budena meou
gomo, s maxozo He odxcuoana, nocmompu caml..», «B samoil 6aze OaHHLIX ecmb 6Cs
ungopmayus Ha 106020 yenoseka» u m.n. Uto nenate: Huxoz0a He nepexooume no
NnO003PUMENIbHBIM CCOLIKAM. [ 00Cmyna 6 COyuanibHyo cems UCNOIb3YlUme YHUKATbHbIU
napob: OH Q0AMCeH ObiMb ONUHHBIM, COCMOSMb U3 yugp u ramunckux Oyxe. Jlyuuie
UCNONIL308AMb PA3HbIE NAPOAU Ol PA3HLIX COYUANbHBIX cemeli U Opyeux WHTEpHET-
cepBUCOB. He nododasatimecs Ha

NPU3bLE KO20-MO U3 «AOMUHUCMPAYUU CAUMA» COOOWUMb 8all JIO2UH U NAPO.JIb NOO
Kakum-1ubo npeonocom. PezynapHo MEHSUTE MapoJib OT COLMAIBLHON ceTu (XOoTs OBl pa3 B
MECSIIl); OCTeperaiTech MOIIEHHUYECKUX CAaUTOB C MOXO0KUMH 10 HANTMCAHUIO Ha3BaHUSAMHU
(vkontahte.ru, vkOntalkte.ru m T1.1.). OTH «UIIMHTOBBIC)» CTPAHUIIBI PACCUUTAHBI Ha
HEBHUMATEIBHOCTh M HA TO, YTO BBl CaMU MPEJOCTABUTE MOIICHHUKAM CBOHM JIOTUH U
napoJb.

[] 3HakoMble He3HAKOMIIbI. B cOIManbHBIX CETAX M HA calTax 3HAKOMCTB MO-
IIEHHUKN CO3/aI0T CTPAHMWIIBI, TJI€ YKA3bIBAIOTCS JaHHBIE W pa3MemiaroTcs doTtorpaduu
BBIMBINIJICHHBIX JioJel. C TOMOIIBI0 JTUX CTPAHHUI] OHU 3HAKOMSTCS C JPYTUMU
noyib3oBaTeNsiMu caiita. Co BpeMEHEM MOIICHHUKH BXOIST B JIOBEpUE, MpEararoT
nepeiTn cobeceqHUKy Ha Oosee «Onm3Koe» OOIIEHWE M OCTABJISIOT CBOM HOMED
tenepona. CambiM 0€300UIHBIM TOCTEACTBHEM TAaKOTO OOIIEeHUs OyAeT TO, YTO HOMEDP
OKa)KETCsI TUIATHBIM | C BAIIIETO CUETa CIUIITYTCS IEHBIH.

[J IIpocb0bI 0 (MHAHCOBOI MOMOLIH, 0JIATOTBOPUTEIbHbIC AKIUH. MOIIEHHUKN
9acTO WCIIOJIB3YIOT TaKWUE TIOBOJBI, IMMOATOMY, NPEXKJIE YeM TEepPEeBECTH IEHBI'H IS
MIOMOIIM, YyOeauTech, 4TO Bac He oOmaHbBaroT. OOparhTe BHUMAaHHE HA HAIHYHC
HECKOJBKMX KOHTAKTOB (TeNe(OHBI, SJICKTPOHHAS I0YTA, CTPAHWYKA B COIUATHHBIX
CETSX), HAJTMYHE MTOATBEPKIAIONINX TOKYMEHTOB.

MonieHHMYeCTBO HA calTax 0eCIIaTHBIX 00bSABJICHUM

Pa3Mmemas oObsBiIECHUS, WIM TOKyHash 4yTo-NHMOO Ha caiiTax OecIUIaTHBIX OOBSIB-
neHult (Hampumep, «ABUTO»), OyJIbTE BHUMATEIBHBI M OCTOPOXHBI, TaK KaK MOIICHHHUKHU
OYeHb YaCTO HWCIONB3YIOT WX Mg oOmaHa. [IpomaBas 4TO-TO, BBI KeNaeTe IMOJTYyYUTH
MPUOBLTH, HO, CTOJKHYBIIUCH C MOIIICHHUKAMU, MOYKETE MOTEPATH BCE CBOU COEPEIKCHUS.



Kak Bac moryT 00MaHyTh:

Omiaara wiam mnpeaomiaara 3a Bam Toap. O4eHb 4acTO 3aMHTEPECOBAHHBIE
MOKyNaTead MpeajaraloT MNPOU3BECTH OIUIaTy (ecid cymMMa HEe3HAYUTeNlbHas) WU
MpeaoIUiaTy 3a Ball TOBAp, HO CAEJATh 3TO MOTYT MO KAKUM-TMOO MPUYUHAM TOJIBKO Ha
0aHKOBCKYIO KapTy (HaxoAsTcs B APYrOM TOpOJie, HET HAJIUYHBIX JI€HEr, JE€HbIM Ha
pPacy€THOM CYETY U T.N.), HO MPU ITOM TPeOyIOT COOOIIUTh HE TOJILKO HOMEpP KapThl U
®UO (6oapiie 11t nepeBojia HUUEro He TpedyeTcs), HO U Apyrue naHHble. [lomHuTe, 4To
€CIM Bac MPOCAT COOOUIUTH MPUIIEAINA Ha TenedoH KO, MPOUTH K OaHKOMATy M
COBEpIIUTh KaKUe-TO JEHCTBHUSA, BCTaBUB Bally KapTy (4ToObI, HampuUMep, MOJITBEPIUTH
MPOXOXKJEHUE IIJIaTexa), COOOLIUTh CPOK NEHCTBUSA KapThl U TPEX3HAYHBIM KOJ Ha
00OpOTHOM CTOpOHE, TO ATO MOUEHHUKU. [IpekpamiaiiTe KOHTaKTbl C TaKUMHU
«MOKYTATEISIMU» U, €CJIHM YCIeIU COOOUIUTh KaKue-TO JIaHHbIE, HEMEIJIEHHO OJIOKUpYHTE
0aHKOBCKYIO KapTy, IO3BOHUB 10 YKa3aHHOMY Ha HeW HOMepYy TenedoHa.

IIpenonnara 3a mokymaemsblii ToBap. [lokynas uro-mubo, OyabTe OCTOPOKHBI,
€CIM Bac TMpOCIT MPOU3BECTH IMpeaoruiaTy. BrojiHe BO3MOXKHO, YTO MOJy4YuB €€,
«MpOJIaBel) MepecTaHeT OTBEUaTh Ha BAILIM 3BOHKH.

CMC-coobuiennsi co ccblLikoii. Ha HoMep, KOTOpbIi BBl yKa3zanu MpHu myOauKaium
OOBSBIICHUS O TPOJAXKE WM JKEMAHWW YTO-IMO0 Kymnuth, Moxker mpuiitu CMC-
COOOIIeHHE C TpEIOKEHUEM TOBapa, oOMeHa W CChUIKOM Ha 3TOT ToBap. Eciu BbI
nepenére Mo CChUIKe, TO 3arpy3uTe Ha CBOM Tele(OH BpPEJOHOCHOE MPOrpaMMHOE
oOecrieyeHue, KOTOPOe MO3BOJIUT MOIICHHUKAM MOJYYUTh JOCTYI K BallMM OaHKOBCKHM
KapTam.

ByabTe 0CTOPOXKHBI, €CJIM BaM NpeLIarair:

- Ha3BaTh HOMEP OAHKOBCKOW KapThl, TPEX3HAUYHBIM KOJ HAa OOOPOTHON CTOpOHE
kaptsel, [IMH-kox;

- IPOU3BECTH MAaHUNYJISLIUK ¢ 0AHKOBCKOM KapTol y 0aHKOMATa;

= COOOIIUTH MPHUIIEAITNN Ha TeaedOH KOJI;

- MEPEBECTH CyMMY JIeHET (aBaHC, 3aJI0T, MONUIMHA, HAJIOT, OIIMO0YHO NepeBeIEHHDBIN
MJIATEX U T.1);

. nepeiitu no cceuike B atepuere, B CMC- ninn MMC-coo6miennn Ha cmapTdone;

. MO3BOHUTH 10 YKkazaHHOMY B CMC-coobiiennn Homepy Tenedona;

- OTIIPAaBUTH Balll HOMEP TenedoHa;

. ornpaBuTh CMC-coo0111eHIe Ha KOPOTKHI HOMED;

ITARDRATL TTANNTIIA AT RATTITIAY TTMIAUOLIV CTNATAUAY D COTITIAQATTLIOLIY ~ATAY




1. CoBeThbl 110 6€30MACHOCTH PadoTe B 001IeT0CTYNHBIX ceTsiX Wi-fi:
. He nepenapaiite cBoro quuHyio nHpOpMaIUio 4epe3 oomenoctymabie Wi-Fi
cetu. PaboTas B HHX, KelaTeJbHO HE BBOJWUTH NApOJM JOCTYIA, JIOTMHBI U KaKHE-TO
HOMEpA;

" Hcnonb3yiiTe 1 0OOHOBIIANTE aHTUBUPYCHBIE TPOrpaMMbl U Opanamayep. Tem
caMbIiM Bbl o6e3omacute cedst OT 3aKauku BUpyca Ha YCTPOUCTBO;
. [Tpu ucnonszoBanuu Wi-Fi otkitounte Gpynkuuio «O0mumii noctyn K daitnam

u npuHtepam». JlaHHas QYHKIUS 3aKpbiTa 10 YMOJYAHUIO, OJHAKO HEKOTOpPbIE
M0JIb30BATENIM AKTUBUPYIOT €€ JIJIsl y1I00CTBa MCIIOJB30BaHMs B padoTe WK yueoe;

= He wucnone3yitte nyomuunsii WI-FI nms mepemaum JMUYHBIX  TaHHBIX,
HaIpUMeEp JIJIs1 BBIXO/IA B COLUATIbHBIE CETU WJIM B JIEKTPOHHYIO MOUTY;

= Ucnonw3yiite Tonpko 3amuineHHoe coeaunenue yepes HTTPS, a ne HTTP,
T.€. Ipu Habope BeO-aapeca BBOAN UMEHHO «https://»;

. B moOwnsHOM Tenedone otkmounte Qynkuuio «[logkmrouenne k Wi-Fi
aBTomaTtudecku». He momyckaliTe aBTOMaTHUYECKOro MOAKIIOYEHUS! YCTPOMCTBA K CETAM
Wi-Fi 6e3 Barero cornacusi.

2. OcHoenvle cogemul no 0€30NACHOCHMU 8 COUUATbHBIX CEMAX:

u OrpanuubTe cUCOK Apy3eil. Y Bac B Ipy3bsix HE JOHKHO OBITH CITyYalHBIX
HE3HAKOMBIX JIFOEH;
. 3amuuiaiiTe CBOIO YacTHYIO Ku3Hb. He ykaspiBaiiTe mapoiu, Tene]oHsl,

azpeca, J1IaTy TBOETO POXJICHUS U APYTYIO JUYHYH WHOOpMaNUiO. 3JI0YMBIILICHHUKA
MOTYT MCTOJIB30BaTh Jaxe MHGOpMAIMIO O TOM, Kak Bel u Bamm ponutenu mmanupyete
IIPOBECTH JOCYT;

. Ecaun Bl roBopute ¢ Ja10IbMH, KOTOPBIX HE 3HAETE, HE UCIIOJIB3YHTE CBOE
peanbHOe UMS U JAPYTYIO JIMYHYI0 UHPOPMALIUU: UMS, MECTO JKUTEIHCTBA, MECTO YU€ObI U
npouee;

. N3zberaiite pasmenienus Gotorpaduii B MuTepHete, rie Bol n3o0pakeHbl Ha
MECTHOCTH, 110 KOTOPOW MOYKHO ONPEIEIUTh Balie MecTononoxeHue;

. [Ipu peructpanuu B COMATBLHON CETH HEOOXOAMMO HCIIOIB30BATH CIOKHBIC
apoJju, COCTOSIINE U3 OYKB M U U ¢ KOJTUIECTBOM 3HAKOB HE MEHee §;

= JInst coruanbHOM CeTH, MOYTHI U APYTUX CAWTOB HEOOXOJAMMO HCIOIh30BaTh
pazHble maposid. Torma eciu Bac B3i1oMaroT, TO 3JO0YMBINIJIEHHUKUA MOJyYaT IOCTYI
TOJIBKO K OJJHOMY MECTY, a HE BO BCE Cpa3y.

3. OcnogHbie cogempl no 6e30nACHOl padome ¢ INEKMPOHHLIMU OCHbZAMU:

. [TpuBskuTe K cueTy MOOWIBHBIN TenedoH. ITO caMblil yIOOHBIN U OBICTPHII
CIoco0 BOCCTAaHOBUTH MOCTYI K cueTy. [IpuBsizaHHBINA TenepoH MOMOXKET, eciu 3a0yaere
CBOU IUIATEKHBIN MMAPOJIb WK 3aiJIETE HA CAUT C HE3HAKOMOTO YCTPOMCTBA;

. Ucnonw3yli onmHopazoBble maponu. llocne mnepexoma Ha  yCHICHHYIO
apropu3anio Bam yxe He OyAeT yrpoxaTb ONAcCHOCTh KpaXXu WIM [epexBara
MJIATEKHOTO MapoJis;

. Breibepure crnoxsblii mapoisib. [lpectymHukam OyaeT HE TPOCTO yrajaaTh
CJIOKHBIM mMaposib. HajexHble mapojii — 3TO MapoJid, KOTOPhIE COJEp’KaT HE MeHee §
3HAKOB W BKJIIOYAIOT B Ce€0Sl CTPOUYHBIE U NPOMUCHBIE OYKBBI, HUPPHI U HECKOJIBKO
CHUMBOJIOB, TaKM€ KaK 3HaK Jaojuiapa, pyHTa, BOCKIMIATENbHBIN 3Hak U T.n. Hampumep,
StRONg!;;

. He BBOAMTE CBOM JIMUHbBIC TaHHBIC HA CalTaX, KOTOPHIM HE JOBEPSIETE.

4. OcHnogHbie cosembl no 6€30nacHol padome ¢ J1eKMPOHHOU NOYMOUL:



" Hazno BeIOpaTh npaBUiIbHBIN MOYTOBBIN cepBUC. B MHTEpHETE €CTh OrPOMHBII
BbIOOp OECIIaTHBIX MTOYTOBBIX CEPBUCOB, OHAKO JIyYIlIEe JOBEPSTh TEM, KOTO 3HAETE U KTO
IIEPBBI B PEUTHUHIE;

= He ykasbiBaiiTe B JMuHON mouTe Ju4yHy0 uHpopMmanuio. Hanpumep, mydiie
BbIOpATh «MY3bIKaIbHBIA (haHaT@» unu «pok2013» BmecTto «temal3»;

. Hcnonp3yliTe ABYXATaHYK aBTOPU3ALUID. JTO KOTJAa IMOMHMO MapoJis
HY>KHO BBOJUTH KOJI, TPUChUIAEMBIN 10 SMS;

. BriGepute cnoxxHbli maposb. [ Kaxa0ro mMOYTOBOTO SIMIUKA JOJDKEH OBITh
CBOW HAJEKHBIN, YCTOMYUBBIN K B3JIOMY I1apOJIb;

. Ecin ectb BO3MOXHOCTH HamucaTh CaMOMY CBOM JIMYHBIM BOMPOC,
HCTIOJIB3YUTE 3Ty BO3MOKHOCTB;

= Hcnonp3yiTe HECKOJBKO TMOYTOBBIX AIIUKOB. IlepBbld 1y  4acTHOM

NEPENUCKU C agpecaTaMH, KOTOPbIM Brl goBepsieTe. DTO 2JIEKTPOHHBINA aapec HE HaJo
UCIIOJIb30BaTh MPU PerucTpanuu Ha (opymMax v canrax;

= He otkpsiBaiiTe (aiinbl ¥ Apyrue BIOXKEHHMS B IMUCbMax JaXke €ClId OHHU
npuiuiy ot Bamux apyseit. Jlyuiie yrounute y HUX, OTIPABIISIN M OHU Bam atu (aiinsr;
o [Tocne oxoHuaHust pabOTHI HA MTOYTOBOM CEPBHUCE Mepe]] 3aKPhITHEM BKJIAJIKU

C caiiToM He 3a0y/bTe HaXKaTh Ha « BRIATHY.

5. OcHosHble cosempl no 60pvoe ¢ huwiunzom (UHmMmepHem-mMOUIeHHUYECMEa):

. Cnenute 3a cBouM akkayHTOM. Eciu Thl mojo3peBaeiiib, uTo Bama ankera
Obl1a B3j7IOMaHa, TO HEOOXOAWMO 3a0JIOKMPOBATh €€ M COOONIUTH aJIMHHHCTPATOpPaM
pecypca 00 3TOM KaK MOXKHO CKOpee;

. Hcnonb3yiiTe 6e3omacHbie BeO-CaThl, B TOM YHCII€, UHTEPHET-Mara3uHoB U
IIOMCKOBBIX CHUCTEM;
. Hcnonw3yiite crnoxkHbIe W pa3Hble mapoiu. Takum oOpazom, ecnu Bac

B3JIOMAIOT, TO 3JIOYMBIIINIEHHUKH TOJIy4YaT JOCTYI TOJILKO K ogHOMY Bamemy npoduiio B
CETH, a HE KO BCEM;

. Ecnmu Bac B3nomanu, To HE0OX0IUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpbIe 100aBiIeHbl Y Bac B ipy3bsax, o ToMm, uTo Bac B3momanu u, BO3MOXKHO, OT Barero
UMEHU OYJIET pacChUIaThCsl CaM M CChUIKU Ha (DUITUHTOBBIE CANThI;

. YcranoBute HanexHbii napons (PIN) Ha MoOunbHbI TenedoH;

. OTkirounTe coXpaHeHue maposs B Opaysepe;

6. Ocnoenvle cosemwvl no 3awgume uupposoii penymauuu (HezamueHas uiu
nosumueHnas ungopmayua é cemu o Bac):

. [Tonymariite, mpexkie yeM 4TO-TO MyOJIMKOBATh U TmepeaaBaTh y Bac B Oriore
WA B COIMAJILHOM CETH,

. B mactpoiikax mpoduiis ycTaHOBUTE OTrpaHMuYEHHUs HAa TPocMoTp Barero
po(HIIL U €T0 COAEPKUMOTO, CACIIANTE €r0 TOIBKO IS IPY3eiin;

. He pasmemaiite u He yka3piBaiiTe HH(QOpPMAINIO, KOTOPAst MOXKET KOTO-THO0
OCKOPOJIATH MIIH OOMIKATb.

CobaronaiiTe mpaBuia:

- HOMHI/ITG, 4TO B BUPTYaAJIbHOM IIPOCTPAHCTBC OTBCTCTBCHHOCTDb HACTYIIACT I10
pCaJIbHBIM 3aKOHAM;
= VBaXUTEIBLHO U I[O6pOCOBeCTHO OTHOCHUTCCH K APYT'UM IIOJIB30BATCIIAAM CCTH

HNuTepHer.



